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The DH-scholar as Villain

Prof. Pelle Snickars, Umea universitet
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Spotify welcomes the growing interest in streaming
media but is concerned about information it received
regarding methods used by the group of researchers
responsible for this project. This information suggests
that the research group systematically violated
Spotify’s Terms of Use by attempting to artificially
increase plays, among other actions, and to manipulate
Spotify’s services with the help of scripts or other
automated processes. Spotify determines that the
group of researchers was aware that such actions
explicitly violate its Terms of Use and aimed to mask
this violation by technical means.



In light of the above you are hereby asked to confirm
by 26th of May 2017, in written form, that you have
received this note and that the group of researchers
has ended such actions that are in violation of Spotify’s
Terms of Use, and that it does not intend to take up
such actions again in the future. Note that in this
context, violation against the Terms of Use may imply
responsibility for possible damages resulting from this
violation



Streaming Heritage

http://streamingheritage.se



http://streamingheritage.se

Benjamin Helldén-Hegelund
(Amne saknas)

Ti:
@ Siri hittade ny koniakilinformation i det har brevet:

Pele

Vi kontaktar digc ancdende grojektet “Streaming heritage: ‘Folowing files’ in Digitzl Music Distribution” (* projektet”|.

Spotify ser positivt pa dat okade intresset kring sirommarde media man ar bekymrat Gver uppgifter som framkammit avieende de metoder den ansvariga forskningscruppen anvande- sig av i projektet. Nimnda uppgtter
ger vid handen att forslningzgruppen systerratizct brutit mot Spotifys anvandningsvillkor (*Anv@ndningsvillkoren®) cenom att bland annat z6ka att artficicllt Gka antalet spelningar och manipu era Tjansterna med hjalp av
scrpt eler andra automatiserade processer. Spotfy noterar att forskningscruppen varit medvetan om att namnda aktiviteter stari uttycklig strid med Anviandningsvillkoren och skt délja villkorsbrotten medelst tekniska

atcarder.

| ljuset av det ovanstéende ombeds du harmed att senast den 26 maj 20°7 skriftligen bekrafta motiagance av detta brev samt att forsknirgsgruppen upp1orit med sadana

aktiviteter som strider mot Anvandningsvillkoren och inte avser att framdeles vidta dylika atgarder. Notera harvidlag att brott mct Anvéndningsvillkorer kan medfora

ansvar fér skada som uppstér som en foljd dérav.

Med vénlig halsninc




Pelle Snickars
Re.
Til:

ng| senjamin
... Lack for ditt mail

det Zr cant atr vi brutit mar snotifys anvardningsvillker inom ramen 67 van farskn rgsprojekt - dock enhart i vetenskapligr syfta vi nar ecksa gjort det | mycket ringa skala,
dartill i vad men kunde kalla 'metocologisk anda' = dvs, hur <an vi som ekademiker och medievetare studera st:ommande medistianster (som spotify) frén utsidan. inom
akademin ar dettz for narvarande en fraga av viss magnitud. vi har harvid ag dels manuellt registrerat "forekningsanvandare” av spotify fraa — exampa vie med olikz <dn
fér art se 13 vilket satr som som musikracommendationa” skifar med genvs - och dalvis armerat med baotar sem en form av virtuella arvancare ach infarmanter. sadan
spotify Eérjade arvanda captchas [sommarer 2018) her vi dock | orircip helt upphdrt mec autometiserade processer (av forklarliga skil). nu under varen 2017 scriver vi pé
an bok som summerar vira resultat. bokan handlar dele om ovan, dels om mycket annnat i ra stion till spotity, som exempelvis #backaspotity-kampanjen, eventuell

oorsintroduktion, spotify och a-tister, ‘the swedishness of soctfy . aggregeringsprocedurer av musik etc. etc.

orojektat lider mot aitt slut - formelit slutdatum ar 31721 &r - och vi kar helt slutat med och kommer rte att framcver anvanda rigra digiiala metoder alls. var bok
<ommer ztt publiceras av det ekacemiskt mycket ansedda forlage: MIT Press (som &r non-prcfit och vi tidnar hel'er inga pengar pa publkationen). var tanka ar att vi skulle
skic<a nagre exemplar av den fardiga boker il zpotify (som kemmer ut 2018) - 6] igen finns hir sem igt som kan vara av intress

vi delar mer an gdrna mec 0ss av vara kunskeper.

J2q happas art avan ger dig de svar du efrerfraigada

vanligen,

celle

Pelle Snickars

*rofussor

Derpartmem of Culture end Media / Humlab
Umak University

nobil: DTI047I510
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Prospective Students Research Living in Umed About Umea University

University Management

University Management Vice-Chancellor Hans Adolfsson

Vice-Chancellor X X X X ) )
Vice-Chancellor Hans Adolfsson is the university’s chief executive

and leader. He reports to the University Board of Directors and has

Deputy Vice-Chancellor, the duty to implement the policies of the board.
Research

Pro-Vice-Chancellor

Deputy Vice-Chancellor for Hans Adolfsson, born 1964, studied
Education and Equal chemistry at Stockholm University
Opportunities from 1985-89, and completed his
University Director doctoral studies at the Royal
Institute of Technology in 1995.
Thereafter, he held the position of
postdoc at the Scripps Research
Staff P . Institute in La Jolla, USA, between
1996 and 1998. After his postdoc,
he was employed as a postdoctoral
research fellow at Stockholm
University, and in 2007, he was
installed as professor in
organometallic chemistry at the

/ same university.

Hans Adolfsson has been director
of studies in organic chemistry,
member of the Faculty of Science

Deputy University Director

University Board

Vice-Chancellor Hans Adolfsson.
Photo: Elin Berge.
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Handagzar
Manra Thuveson
a——
Vetenskapsradcet

Rektor Umea Universitet

Rektor Umea universitet.

Vetenskapsradet har fatt bifogat brev med fragor rérande ctt forskningsprojckt for vilke:
Umea universitet ar medelsforvaltare. Ansokan ar registrerad hos Vetenskapsridet med
diarienummer 2013-01139. 1 ansékan anges KB som medelsforvaltare men da Snickars

tilltrade en professur 1 media och kommunikationsvetenskaps vid Umea universitet den | jan
2014 flvttades projektet dit.

Umed universitet anmodas hanmed att yttra sig over vad Spotify anfor. Vetenskapsridet ber er
sarskilt att beskriva hur forskningen uppfller etiska riktlinjer samt utfors redligt och i
enlighet med gillande ra.

Vetenskapsradet ¢nskar fa svar pa denna anmodan senast den 26 juni, 2017,

Med vanliga hilsningar,

Mara Thuveson
Avdelningschef. avdeiningen for forskningsfinansiering




Hej Kerstin,

Vi kontaktar dig angaende projektet "Streaming Heritage: "Following Files™ in Digital Music Distribution™ under
ledning av Pelle Snickars vid Umea Universitet ("projektet”). Savitt Spotify forstar har projektet erhallit
finansiellt stod fran Vetenskapsradet.

Spotify ar synnerligen bekymrat 6ver uppgifter som framkommit avseende forskningsgruppens metoder i
projektet. Namnda uppgifter ger vid handen att forskningsgruppen uppsatligen vidtagit atgiarder som star 1
uttrycklig strid med Spotifys Anvandningsvillkor och medelst tekniska metoder sokt dolja dessa villkorsbrott.*
Forskningsgruppen har vidgatt att den bland annat sokt att artificiellt 6ka antalet spelningar och manipulera

Spotifys yanster med hjilp av script eller andra automatiserade processer.
Spotify forutsitter att namnda systematiska villkorsbrott inte varit kinda for Vetenskapsradet och édr overtygat
om att Vetenskapsradet vinnligger sig om att den forskning som bedrivs med stéd fran Vetenskapsradet 1 alla

avseenden uppfyller etiska riktlinjer samt utfors redligt och 1 enlighet med gallande ritt.

Spotify inbjuder Vetenskapsradet att kontakta Spotify for en diskussion kring ovanstaende arende. Det ar

Spotifys forhoppning att Vetenskapsradet agerar resolut 1 syfte att siakerstilla att oredliga eller villkorsstridiga
metoder upphor omedelbart.

Spotify emotser Vetenskapsradets skyndsamma aterkoppling.

Med vinliga hilsningar

benjaminh@spotify.com

* Se bl.a. Pelle Snickars — SpotiBot: "In addition, since our bot experiments violated (some of) Spotify’s user
agreements, a VPN connection was used that hid the running clients behind a public proxy IP outside of the
university network." http:/pellesnickars.se/wordpress/wp-content/uploads/2016/07/snickars_talk_DH16.pdf.




“It is Spotify’s hope that the Swedish Research
Council in order to ensure that

unruly or illegal practices cease immediately.
Spotify anticipates the Swedish Research

Council’s immediate response.”
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= Artistic research
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in a clinical environment =+ Development research
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= Medicine and health
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= Pre-announcement of ERA PerMed JTC2018 (207¢ 01 24)

- Open call for future flagships in £U's program for
Future and Emerging technologies (2218-01-18)
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The Swedish Research Council allocates
around 6,4 billion Swedish kronor (SEK)
annually by way of grants for research, and is
the largest state funding agency for basic

research at Swedish universities, colleges and
institutions.



Anna Hoérnlund, General Councel of The Swedish Research Council (VR), in Computer Sweden:

"It happens that we get input from the
outside of things we need to investigate,
but | have never experienced this before.”

- That a company tries to get VR to
withdraw funding?

- No. | can not say it has never happened,
but I've never encountered it before.”
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Culture Unbound

Journal of Current Cultural Research

Advance Access Aims & Scope Indexing  Ethics  Instruction for Authors Editorial Copyright Contact  Statistics

Curvant lsaua Volume 9, Issue 2, 2017
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Edtorial

Diservaring Spotify — A Themat e Intraduction

Rasmus Fleischer and Pelle Snickars

Cuturc Unbound: Joumal of Current Cultural Rescarch 2017 5(2): 130-145

Hunext

Discavering Spotify

If the Song has No Pree, isil Still a Commodily 7 : Rethinking the Commudilicalon of Digilal Music
Rasmus Fleischer

Cufture Unhaund: Joumeal of Currant Cultural Research 2017 8(2): 14E-162

M 'ulltext

Tracking Ge~derad Sireams
Marla Erksson and Anna Joharnsson
Cuture Unbound: Joumal of Currant Cultural Research 2017 8(2): 163-163

N culttext

Maore of the Samea — On Spatify Radia
Fele Sinckars
Cuture Unbound: Joumnal of Current Cultural Research 2017 5(2): 184-211

2 fulltext

Siudying Ad Targeting witn Digital Metnhoda: The Gase of Spotify
Roger Mahler and' Fatnck Vonderau
Cullure Unbound: Journal of Current Cullural Research 2017 8(2). 212-221

T cultext

http://www.cultureunbound.ep.liu.se/contents.asp?doi=10.3384/cu.2000.1525.1792



http://www.cultureunbound.ep.liu.se/contents.asp?doi=10.3384/cu.2000.1525.1792

Storyn om Spotify
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Spotify Teardown

Inside the Black Box of
Streaminng Music
(MIT Press, 2018)

Storyn om Spotify
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Record Label Set Up

One intervention has been aimed at studying the back end of
streaming services and different music aggregation
processes by way of launching a record label—and self-
produced 'music’—for research purposes.
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Songblocker

DOWNLCAD NOW -

https:/www.songblocker.com/



https://www.songblocker.com/

O Features Business Explore Marketplace Pricing This repository Signin < Sign up

L] ArtemGordinsky / Spotifree @watch 23 wstar 910 YFork 65
<> Code Issues 16 Pull raquests 1 Projects © nsights
=
- - Dismiss
= Join GitHub today

GitHub is home to over Z0 million developers working together to host
and review code, manage prcjects, and build software together.

An OS X app that automatically mutes ads on Spotity. http://spotifree.gordinskiy.com

D 174 commits P 3 branches D 4 releeses 22 10 contrioutors s MIT
Brancnh: master ~ New pull reques Find file Clone or download ~
= Enellis Vierge branch 'pr/82' == Lates! commil bS5688¢ on 23 Ju 2017
B Frameworks/Sparkle.framework Completely rewritten with Swift Z years ago
M SVG Icons Addad vector source icons In SVG and lllustrator formats. 4 years ago
B Spotifree.xcodeproj VMerge branch pr/62' 7 months ago
M Spotifree NMerge branch pr/62' 7 months ago

=] .gitignore Saveral changes and bug fixes S years ago



https://www.songblocker.com/

Songblocker

More than just a blocker

https://www.youtube.com/watch?v=BviZnSYNPLO



https://www.youtube.com/watch?v=BviZnSYNPL0

#backaspotify
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5ots as Inrormants



Bots as Intermants—Gendered Music

Culture Unbound

Journal of Current Qullursd Rescarch

Tracking Gendered Streams'

Bv Maria Eriksson & Anna Johansson

Abstract

One of the mas: prominent fearares o digiral music services is the provision of
personalized music recommendations that come zbout through the profiling
of users and audiences. Based on a range of "bot experimerts” this article
invest.gates if, and how, gendered peétterns in music recommendations are
proviced by the streaming service Spotify. While our experiments did not give
any strong indications that Spotify essigns different taste profiles to mele and
female users, the study showed that male artists were highly overrepresented in
Spotify’s music recommendations: an issue which we argue prompts users to cite
hegemonic masculine norms within the music industries. Although the results
should be approached as historically and contexrually conringenr, we argue thar
they point to how gender and gencered tastes may be constituted through the
interplay between users anc zlgorithmic knowladge-making processes, and
how digital content delivery may maintain and chellenge gender relations and
gendered power difierentials within the music industries. Seen through tae lens
of critical research on software, music and gender performativity. the experiments
thus provide insights into how gender is shaped and attributed meaning as it
materializes in contempurary music streams.




Bots as Intormants—Spoftiry Radio

- Artist Radio based on

Boards of Canada

Your Stations

Thought You Mig... Incubus Audioslave Lil Wayne
Audioslave
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| want to make clear that neither the aim,
methods nor results of our project were in any
way designed or used to cause harm to Spotify
or any of its users—or to benefit commercially
from non-authorized access to the service’s
proprietary data.



Our results do not reveal any detailed
information about Spotify’s proprietary
algorithms or software, or disclose information
that might be harmful if it ends up in the hands
of Spotify’s competitors. Our scientific research
and its scholarly findings are not a competitive
threat to Spotify as a company.



We have never violated the integrity of any
Spotify user, or collected any personal data
related to Spotify users, or illegally shared
copyrighted content via Spotify.
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To$ & dligital methods

Digital humanities research is embedded in ‘the digital’—and so
are its methods, from scraping web content to the use of bots as
research informants.



To$ & digital methods

Digital humanities research is embedded in ‘the digital’—and so

are its methods, from scraping web content to the use of bots as
research informants.

Within scholarly communities centered on the study of the web or
social media there is a rising awareness of the ways in which digital
methods might be non-compliant with commercial Terms of
Service—a discussion, | would argue, which has not yet really
filtered out and been taken serious within the digital humanities.



To$ & digital methods

However, DH-researchers will in years to come increasingly have to
ask themselves if their scholarly methods need to abide by ToS—

or not.

As professor Amy Bruckman has stated, it might have profound
scholarly consequences: “Some researchers choose not to do a
particular piece of work because they believe they can't violate ToS,
and then another researcher goes and does that same study and
gets it published with no objections from reviewers."



Amy Bruckman

Professor and Interim Chair
School of Interactive Computing
Georgia Institute of Technology

Social Computing, Online Communitites,
and Collaborative Computing

HOME
PAPERS
TEACHING
CcVv

LOCATION

85 5th St., TSRB 338
Atlanta, GA 30332-0760
Tel: 404-894-9222

OFFICE HOURS
Email for an appointment

CONTACT
asb at cc.gatech.edu

FOLLOW
Twitter : asbruckman
Blog : http://nextbison.wordpress.com

Amy Bruckman

ABOUT ME

| am Professor and Interim Chair in the School of Interactive Computing in the College of Computing at

from the Epistemology and Learning Group at the MIT Media Lab in 1997, and my BA in physics from
Harvard University in 1987. | do research on collaborative computing, online moderation, and the use of
social media in support of social movements..

SERVICE

| have a few official roles with the ACM:

* Chair-elect of the ACM CSCW community, the steering committee for the CSCW conference
* Chair of the SIGCHI Research Ethics Committee

* Member of the Executive Committee of the ACM Committee on Professional Ethics (COPE)
* SIGCHI Representative to COPE

* Member of the ACM Plagiarims Committee

| do expert witness work related to people's behavior on the internet.




Do Researchers Need to Abide by Terms of Service (T0OS)?
An Answer.

-~

* February 26, 2016

Amy Bruckman Go to comments

The TL;DR: Reviewers should reject research done by violating Terms of Service (TOS), unless
the paper contains a clear ethical justification for why the importance of the work justifies
breaking the law. No one should deliberately break the law without being aware of potential
consequences.

Do social computing researchers need to follow Terms of Service (TOS)? Confusion on this
issue has created an ethical mess. Some researchers choose not to do a particular piece of
work because they believe they can’t violate TOS, and then another researcher goes and does
that same study and gets it published with no objections from reviewers. Does this make
sense?

It happened to me recently. The social app YikYak is based in Atlanta, so I'm pretty sure my
students and I started exploring it before anyone else in the field. But we quickly realized that
the Terms of Service prohibit scraping the site, so we didn’t do it. We talked with YikYak and
started negotiations about getting permission to scrape, and we might‘ve gotten permission if
we had been more persistent. But I felt like I was bothering extremely busy startup
employees with something not on their critical path. So we quietly dropped our inquiries. Two
years later, someone from another university published a paper about YikYak like what we
wanted to write, using scraped data. This kind of thing happens all the time, and isn't fair.

There are sometimes good reasons why companies prohibit scraping. For example, YikYak
users have a reasonable expectation that their postings are ephemeral. Having them show up
in @ research paper is not what they expect. Sometimes a company puts up research
prohibitions because they‘re trying to protect their users. Can a University IRB ever allow
research that is prohibited in a site’s TOS?

Asking permission of a company to collect data is sometimes successful. Some companies
have shared huge datasets with researchers, and learned great things from the results. It can
be a win-win situation. If it's possible to request and obtain permission, that’s a great option
if the corporation doesn’t request control over what is said about their site in return. The
tricky question is whether researchers will be less than honest in publishing findings in these
situations, because they fear not getting more data access.

Members of the research community right now are confused about whether they need to abide
by TOS. Reviewers are confused about whether this issue is in their purview—should they
consider whether a paper abides by TOS in the review process? Beyond these confusions lurks
an arguably more important issue: What happens when a risk-averse company prohibits
reasonable research? This is of critical importance because scholars cannot cede control of
how we understand our world to corporate interests.




“In summary, | am proposing:

Reviewers should reject research done by
violating Terms of Service (ToS), unless the
paper contains a clear ethical justification for
why the importance of the work justifies
breaking the law. Reviewers’ should pro-
actively check a site’s ToS if it is not discussed

in the paper.”



dhr. prof. dr. R.A. (Richard) Rogers

Faculteit der Geesteswetenschappen
Capaciteitsgroep Media & Cultuur
Eezcekadres

BG1

Turfdraagsterpad 9
Postadres:

lurfdraagsterpad 9

1012 XT Amstercam

T: 0205253352




Digital Methods

Summer Scheol 2018
About

Pecple

FAQ

Tools

Projects by Theme
Kesearcn Frolools
Summer Scheol
Winter Schoal

Papers and Fublications

Course

The Link
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The Engine
The Spheres
he Webs
FPost-demngraphics

Newoerked Content

The Sacial Lives of Digital Methods: Encounters, Experiments, Interventions

Digital Methods Winter School, Data Sprint and Mini-Conference 2018

Digital Methods Winter Schocl, Data Sprint and Mini-Cenference 2018
8-12 January 2018

Everyday location

Digital Methods ntative

Univers ty of Amsterdam
Turfcraagslerpad 9, 1012 XT Amslerdan

DaLly/dmit15-ws-call

Important Links

shortlinks Description

hitly/emi1d-ws-call Gal for particination and genera  nformation.

bit.ly/cmi18-ws-welcome Main welcoma package documents. This includes: a welcome note, ganeral infarmation. tne day-tn-cay schedule, anc 8 mep of venue Incations. ooffar, and
bt ly/emiT10-we-welcome- lunch places.

folder

Lly/dmi18-we-schedule Day-to-day schedule for the Winter School.

bit.ly/dmi18-ws-readet Reader for the Winter Schodl (for partic pants and students) and a folder with PDF fles,
bit.ly/emi18-ws-reader-0
bit.ly/cdmi18-we-projact: Daecripiions of projacs to be pitchad on the apening day.

it ly/cmi18-we-3cabook Face book ¢ a'l participants,




“When breaking the terms of service, we put
up a notice specifically asking the company for
their forbearance in the public interest. The
current arguments we are using about public
interest concern the ‘observability’ of
algorithms in an approachsthat is sometimes
referred to as algorithmic auditing.”



Algorithmic auditing



Algorithmic auditing

An emerging area of scholarly research which investigates
algorithms "from the outside’ testing them for problems and harms
without the co-operation of online platform providers.

Researchers have, for example, investigated systems that handle
recommendations, prices, news, commenting, search—while
examining these for individually and societally undesirable
consequences such as racism or fraud.



Algorithmic auditing

Apart from regularly scraping and crawling platforms such as
Facebook, Google, or Twitter, researchers have also engaged with
critical issues such as algorithmic bias that require systematic

approaches.

For example, platform audit research of hotel-rating platform
Booking.com revealed an “algorithmic system bias” based on the
confluence of inputs and users, resulting in good reviews for bad
hotels (Eslami 2017).

Motahhare Eslami et al, “Be Careful, Things Can Be Worse Than They Appear: Understanding Biased Algorithms and Users’ Behavior around Them in Rating Platforms,” Proceedings of the
11th International Conference on Web and Social Media, ICWSM 2017, 62-71.



Algorithmic auditing

Other researchers have established fake user profiles as inputs to
algorithms as a form of audit. One example of this work employed
simulated users in order to detect gender bias in online advertising
(Datta 2015). Another have conducted experiments to analyze the
Uber surge pricing algorithm by emulating Uber accounts (Chen et.
al. 2015)—and yet another created multiple Airbnb accounts in

order to identity racial discrimination against Black users (Edelman
et. al. 2017)

A. Datta, M.C. Tschantz, and A. Datta, “Automated Experiments on Ad Privacy Settings,” Proceedings on Privacy Enhancing Technologies 1 (2015): 92-112; L. Chen, A. Mislove, and C. Wilson,
"Peeking Beneath the Hood of Uber,” Proceedings of the 2015 ACM Conference on Internet Measurement Conference; B.G. Edelman, M. Luca, and D. Svirsky, “Racial Discrimination in the
Sharing Economy: Evidence from a Field Experiment,” working paper 16-069, Harvard Business School (2016).



Algorithmic auditing

The most consistent and prolific advocate of this kind of research is
Christian Sandvig, who has repeatedly argued for what he calls a
“consequentialist ethics of algorithms.”

Together with the American Civil Liberties Union and a few
journalists, Sandvig is currently suing the U.S. government to
challenge the constitutionality of the Computer Fraud and Abuse
Act (CFAA), a law that criminalizes any user activity “exceeding
authorized access.”



Heading to the Courthouse for Sandvig
v. Sessions

OCTOBER 19, 2017

by Christian Sandvig tags: freedom of expression, information law, policy

B .

(or: Research Online Should Not Be Illegal)

I'm a college professor. But on Friday morning I won’t be in the classroom, I'll be in courtroom 30 in the
US District Courthouse on Constitution Avenue in Washington DC. The occasion? Oral arguments on

the first motion in Sandvig v. Sessions.




Algorithmic auditing

In short, since research and audit tests have regularly been
conducted in the offline world, academics should be able to
perform them online—even if such research is non-compliant

with ToS.



https://www.spotify.com/us/legal/end-user-agreement



https://www.spotify.com/us/legal/end-user-agreement/

"not permitted for any reason whatsoever”

8 User guidelines

Spctify respects intellectusl property rights and expects you to do the samea. We've astablishec a faw ground rules for you to follow when using the Service, to

make sure Spotify stays enjoyable for everyone. Please follow these rules and encourage ather users to do the same.
The following is not permitted for any reason whatsoever:

s copying, redistributing, recroducing, “ripping’, reccrding, transferring, performing or displaying to the public, broadcasting, or making available to the
public any part of the Spotify Service or the Content, or otherwise making any use of the Spotify Service or the Content which is not expressly parmitted
uncer the Agreements or applicable law or which otherwise infringes the intellectual property rights (such as copyright) in the Spctify Service or the
Content or any part of it;

e using the Spotify Service to import or copy any local files you do not have the legzl right to import or copy in this way;

¢ transferring copies of cached Content from an authorized Device to any other Device via any means;

s reverse-engineering, decompiling, disassembling, modifying, or creating derivative works based on the Spotify Sarvice, Content or any part thersof unless
permitted by applicable law;

« circumventing any technology used by Spotify, its licensors, or any third party to protect the Content or the Service;

+ selling, renting, sublicensing or leasing of any part of the Spotify Service or the Content;

e circumventing any territorial restrictions applied by Spotify or it licensors;

e arlificially increasing play count or otherwise manipulating the Services by using a script or other automated process;

¢ removing or altering any copyright, trademark, or other intellectual croperty notices contained on or provided through the Spotify Service (including for the
purpose of disguising or changing any indications of the ownership or source of any Content);

¢ providing your password to any other parson or using any other person’s username and password;

+ “crawling” the Spotify Service or otherwise using any automated means (including bots, scrapers, and spiders) to collect information from Spotify; or

¢ sclling a user account cr playlist, or otherwise accepting any compensation, financial or otherwise, tc infuence the name of an account or playlist or the

content included on an account or playlist.




Three levels of jurisdiction
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Three levels of juriscliction

X

> Research ethics

> The law

The law and ToS are two entirely different things (at least in Europe).
ToS are not laws, they are corporate statements. And they are
often altered by corporations.

It should also be noted that the legal status of ToS is often
unclear, and hence that a company’s ToS (as Spotify) does not at
all constitute, or equal, (in our case) national Swedish law.



To Conclude—Research ethics



Research ethics

In terms of research ethics our Spotity project could hardly be
accused of violating existing norms—since such norms do not
really exist. As the disparity between Rogers and Bruckman makes
clear, contemporary scholarly opinions differ.



Research ethics

In terms of research ethics our Spotity project could hardly be
accused of violating existing norms—since such norms do not
really exist. As the disparity between Rogers and Bruckman makes
clear, contemporary scholarly opinions differ.

Internet research ethics and its guidlines are currently being
debated and negotiated. Some scholars argue that academics
need to comply with ToS—others don't.
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NEW CHALLENGES,
CASES, AND CONTEXTS

Copyrighted Material

With the growing control of
platforms such as Facebook,
Spotity, or Google over the
infrastructure enabling the
recording and analyzing of social

and cultural life, however, the
question has been raised “how
researchers are to maintain
rigorous standards of scientific
integrity, objectivity, accuracy,
and so on, vis-a-vis corporate and
government agendas that may
run contrary to these standards.”



v "To ensure that future research
with new tools can be carried out
in an ethical way, we need to
experiment not only with
methods but also with ethical
frameworks. In order for us to find
Stutlying \ ~ practices to protect research
ettty integrity we need to get our hands

through
B dirty.”
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condr committees, reviewers, and authors address ethical issues.
— Nov 30, 2017 - 4 min read

Do researchers need to follow TOS?
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Violating ToS is not only ethically possible, but
might even be ethically required in some
circumstances.



If we abide by overly restrictive ToS, are we
giving up the ability to reflect on systems that
are increasingly shaping society? If we only
work with permission of Large Corporation,
can we ever be critical of Large Corporation?



If the products and services of Large
Corporation are having a profound impact,
what is the obligation of the research
community to understand that impact?
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